ABSTRACT
INTRODUCTION
Steganographic study is a technique to achieve authentication of images and secrete communication between two parties that are inserted in hiding not only the content of secrete message/image but also act as communicating it. To this aim, steganography algorithms embed the secrete information into different types of natural cover data like sound and images. The resulting altered data is referred to as stego-data and it must be perceptually indistinguishable from its natural cover. So, steganography is the art of secrete communication. Security is a big concern in modern day image trafficking across the network. Security can be achieved by hiding data within the image. Data hiding [1] in the image has become an important technique for image authentication and identification. Ownership verification [8] and authentication is the major task for military people, research institute, and scientist. Image authentication is a technique for inserting information into an image for identification and authentication. Image authentication technology is becoming increasingly important due to the proliferation of digital images on the WWW and in e-commerce. So, information security and image authentication has become very important to protect digital image document from unauthorized access [9, 10] . These are tools and techniques used to protect the originality and to ensure the authenticity of the image document.
Data hiding refers to the nearly invisible [2] embedding of information within a host data set as message, image, and video. In steganographic [4] applications, the hidden data may be secrete message or secrete hologram or secrete video whose mere presence within the host data set should be undetectable. The data hiding represents a useful alternative to the construction of a hypermedia document or image, which is very less convenient to manipulate. The goal of steganography is to hide the message/image in the source image by some key techniques as the result observer has no knowledge of the existence of the message/image and it is unlike cryptography where the goal is to secure communications from an eavesdropper by making the data non-understandable. In some situations, sending encrypted information will arouse suspicion while invisible information will not do so. To hide a message inside an image without changing its visible properties [5] the source image may be altered.
Chandramouli et al. [3] developed a useful method for making such alterations by masking, filtering and transformations of the least significant bit (LSB) on the source image. Dumitrescu et al. [4] construct an algorithm for detecting LSB steganography. Pavan et al. [8] used entropy based technique for detecting the suitable areas in the document image where data can be embedded with minimum distortion. S-Tools [11] works by spreading the bit pattern of the file that you want to hide across least significant bits (LSBs) of the color levels in the image to prevent the prediction of potential enemy. Among existing methods discussed, S-tools is a powerful, efficient and well known authentication technique in spatial domain. From potential aspects S-Tool is chosen for comparison with the proposed technique. From recent works [7, 9] it is obvious that digital data can be effectively hidden in an image so as to satisfy the criteria that the degradation to the host image is imperceptible and it should be possible to recover the hidden message/image under a variety of attack.
The presented work emphasizes on information and image protection against unauthorized access in frequency domain. The frequency domain is the domain where the analog picture of continuous signal resides. Once the continuous signal get sampled and quantized they get into a spatial domain where the representation of the image is in discrete form. The most common type of signal entering the Discrete Fourier Transformation (DFT) is composed of samples taken at regular intervals of time. In the sample "real part" means the cosine wave amplitudes while "imaginary part" means the sine wave amplitudes. The DFT of a function (image) f(x , y) of size M x N is given in equation 1 for frequency domain transformation. This paper presents an algorithm to insert large volume of messages/image data along with MD-5 key generated from authenticating message/image into the source image for image authentication and also to transmit secured message within the image. S-Tools perform authentication process by spreading the bit pattern of the file in spatial domain. The proposed technique implements the authentication process using hash function in frequency domain which has strong potentiality in authentication. Most of the works [1, 7] use bits of source image for embedding in time domain, but the proposed technique embeds bits of authenticating message/image in frequency domain. The scheme uses efficient insertion within a byte, which may conform to proper authentication and identification of the image as well as secret message transmission. 
THE TECHNIQUE
The IAFDDFTT provides security by embedding authenticating message/image in frequency domain. Before embedding, the digital image is transformed from time domain to frequency domain representation using DFT technique as given in equation 1. In IAFDDFTT to generate transformed values using DFT a 2 x 2 submatrix has been taken from source image matrix as a window and authenticating message/image bits are embedded within the real part of the transformed data (excluding the 1 st pixel in each 2 x 2 submatrix) of the window. One MD-5 key has been generated from authenticating message/image using well known message digest generation method. The size and content of authenticating message/image and MD-5 key is embedded to the transformed source image. After embedding, inverse DFT as given in equation 2 has been performed on the embedded image to transform the embedded image from frequency to spatial domain. The reverse operation is performed at the receiving end, and extracting bits of authenticating message/image and MD-5(R) key for authentication at destination. Section 2.1 deals with insertion technique and that of section 2.2 with extraction technique. The schematic diagram of the whole process is given in Fig. 1. 
The Insertion Technique
Consider an m x n gray scale image. In the spatial domain each pixel may be represented as an 8 bits (i.e.1 byte) integer value. In IAFDDFTT the entire embedding is done in the frequency domain. Taking a window of size 2 x 2 from the source image and generating the DFT values for each pixel values using Discrete Fourier Transform technique. In the frequency domain there are two parts one is real part and another is imaginary part for each pixel values. For each real part of a pixel there are 8 positions where the bits may be inserted. These bit positions are selected using the formula k % s for the first and (k % s) + 1 for the second bit position within a byte, where k varies from 0 to 7 (k represents bit length (1 byte) of each character/pixel of authenticating message/image data) and s=2 …7 which is supplied by user to obtain the string of length s+1, and this s+1 bits from LSB of the byte to be taken as source stream where the bits are altered using IAFDDFTT. Insertion positions are selected and bits from the authenticating message/image are inserted for each byte. After inserting the bits from authenticating message/image, the 128 bits Message Digest (MD-5) is appended using the same rules. After embedding inverse DFT is performed to transform the image representation from frequency domain to spatial domain for transmission. The algorithm is given in section 2.1.1. 
Extraction Module
The authenticated image is received in spatial domain. DFT is applied using the same window of size 2 x 2 to transform the image representation from spatial domain to frequency domain. Extraction algorithm is applied on each real part of the embedded image in frequency domain. The size of the embedded authenticating message/image and the authenticating message/image is extracted along with the MD-5 key of the authenticating message/image. A new MD-5(R) key is also generated from the extracted authenticating information using the same message digest generation method and compares it with the extracted MD-5 key to verify it for authentication. A very close approximation of the original source image is also obtained by setting the bits at the insertion positions to 0. After extracting all authenticating information from the transformed embedded image inverse DFT is performed to generate original source image. The algorithm for extraction is given in section 2.2.1 
Extraction Algorithm

DISCUSSION ON RESULTS AND COMPARISONS
In this section a comparative study has been made between IAFDDFTT and S-Tools in terms of visual interpretation, fidelity, histogram analysis, noise analysis, and standard deviation. Section 3.1 illustrates the histogram analysis. Section 3.2 deals with noise analysis and, standard deviation analysis is drawn in section 3.3. For comparison of visual fidelity the 'Blue-sky' (Fig. 2a) image of size 250 x 150 is taken as source image. The authenticating image 'Earth' (Fig. 2b ) of size 80 x 80 has been embedded to 'Blue-sky' using IAFDDFTT algorithm and S-Tools algorithm separately (Fig. 2) . Fig. 2a shows the source image 'Blue-sky' and Fig. 2c and 2d are the embedded images using IAFDDFTT and S-Tools algorithm respectively. Even though there is very little difference in fidelity observed between the source and the embedded image in S-Tools technique, no such difference is found in IAFDDFTT. Fig. 3 shows the comparison of fidelity in original image 'Hill' (Fig. 3a) and those obtained after embedding the image 'Earth' (Fig. 2b ) using IAFDDFTT and S-Tools algorithm ( Fig. 3b and Fig. 3c respectively) which exhibits very small change of fidelity in both implementations. From comparison of results it may be inferred that the fidelity of the embedded image is comparable with the source image. There may be cases where the fidelity in embedding using IAFDDFTT may obtain better results than the authentication technique S-Tools. IAFDDFTT may exceed the capability of S-Tools in terms of the size of the embedding message/image. 
Histogram Analysis
Histogram analysis has been performed between source image 'Blue-sky' and for the image embedded using 'Earth' by applying IAFDDFTT and S-Tools. A noticeable difference is observed in frequency distribution table of pixel values in source image and embedded image using S-Tools algorithm. But very small differences are observed in frequency distribution table of pixel values in source image and embedded image using IAFDDFTT. Fig. 4 shows the visual effect in histogram in embedding source image 'Blue-sky' with IAFDDFTT and S-Tools. From these observations it may be inferred that the IAFDDFTT may obtain better performance in embedding. Fig. 5a , 5b and 5c shows the histogram of the source image 'Hill', its embedding with 'Earth' using IAFDDFTT and using S-Tools respectively. In this case of embedding the histograms are almost similar.
Noise Analysis
Noise analysis has also been performed for the embedded 'Blue-Sky' image with IAFDDFTT and S-Tools algorithm. Fig. 6 shows the results of computation of noise. Noise is computed by finding the average of 4 neighbor pixels in the 3x3 pixels (Fig. 7) around the pixel P i as given in equation (3), where P i E and P i S are the pixel values of the pixel i in both the embedded image and source image respectively, and (m x n) is a number of pixels in the source image. It is very much clear from the picture that in the case of embedding with S-Tools frequencies of noise are spread over complete range where as for the IAFDDFTT a central tendency (zero noise intensity values) has been observed. In implementing IAFDDFTT the pixel frequency maximum between the noise ranges from -0.4 to 1 and beyond this region frequency of pixels are almost zero. But in the case of embedding S-Tools pixel frequencies are distributed over a wide range of noise ranges from -2 to 1.8. In the IAFDDFTT implementation a Gaussian nature of distribution has been observed whereas in the case of S-Tools implementation the distribution is not Gaussian in nature and multiple peaks observed in the frequency distribution curve. Therefore it may be concluded that noise integration is minimum for embedding with the IAFDDFTT and embedding/authenticating message/image with the IAFDDFTT may obtain good results.
Standard Deviation Analysis
Standard deviation has also been calculated for two images 'Blue-Sky' and 'Hill' embedded with 'Earth' and shown in Fig. 8 . From Fig. 8 , it is clear that the standard deviation is minimum for the source image 'Blue-sky', the value of standard deviation is slightly high when embedding with 'Earth' through IAFDDTT and the standard deviation is maximum for embedding using S-Tools. In the case of 'Hill' image no deviation has been observed in S-Tools algorithm as compared to the IAFDDFTT. This may lead to a conclusion that embedding/authenticating using IAFDDFTT may offer better authentication. 
CONCLUSIONS
The proposed technique is an image authentication process in frequency domain to enhance the security compared to the existing algorithms which is done normally in spatial domain. The proposed algorithm provides additional two layers of security by means of transformation. The entire process is hidden under the transformations i.e. DFT and inverse DFT. For DFT 2 x 2 submatrix is selected for image authentication in frequency domain without changing visual property of the authenticated image. As a result the scheme may be more robust against brute force attack. However, the fidelity is persistent and degradation is very small which is based on the window selection. In IAFDDFTT distortion of image and change of fidelity (like sharpness, brightness etc) is negligible. From the analysis of histogram, noise, and standard deviation analysis, and comparison with S-Tools it may be inferred that the IAFDDFTT may obtain better embedded/authenticated image.
